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ABSTRACT:-

Ad hoc On-Demand Distance Vector, AODV, is a distance vector routing protocol that is reactive. AODV requires
each node to maintain a routing table containing one route entry for each destination that the node is communicating
with. In this paper we proposed the enhanced of AODV routing protocol using multiple constraints function. The
multiple constraints function measures the minimum distance between neighbor nodes and control the function of
mobility.
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I.  INTRODUCTION

Security and privacy are complex issues in ad hoc wireless networks. This complexity is the result of a number of
factors, including the wireless medium, nodes mobility and lack of infrastructure. A malicious node (or attacker) can
easily eavesdrop into the wireless communication channels and infer communication. Additionally, because of the
mobility of the nodes and the absence of infrastructure, communicating nodes rely on other mobile intermediate nodes
to relay their data. This openness in ad hoc wireless networks makes the nodes more susceptible to attacks by hackers.
There are different kinds of attacks that can be used by malicious nodes (or users) to harm the network, and leave its ad
hoc routing protocols unreliable. They can be basically categorized, based upon the nature of the attacks, into passive
attacks and active attacks [1]. Due to the nature of the wireless environment and the lack of predefined infrastructure
[12,13], achieving secure routing in wireless ad hoc networks is a complex task A number of protocols have been
developed to add security to routing in ad hoc networks. Papadimitriou and Haas [14] proposed SRP (Secure Routing
Protocol) based on DSR [15, 16]. The protocol assumes the existence of a security association between the source and
destination to validate the integrity of a discovered route. Mobile ad hoc networks (MANETS) are finding ever-
increasing applications in both military and civilian systems due to their self-configuration and self-maintenance
capabilities. Many of these applications are security sensitive, such as military battlefield operations, homeland security
scenarios, law enforcement, and rescue missions. The shared wireless medium of MANETS introduces opportunities
for passive eavesdropping on data communications. Adversaries can easily overhear all the messages “flying in the air”
without physically compromising a node. Several methods have been investigated to withstand eavesdropping and
further the traffic analysis. One attempt is to prevent the wireless signals from being intercepted or even detected by
developing some LPI/LPD (low probability of interception/low probability of detection) communication techniques.
Examples of such techniques include the spread-spectrum modulation, effective power control, and directional antennas
[4]. However, it is impossible to completely avoid signal detection in the open wireless environments. The second one
relies on the use of traffic padding, i.e., introducing dummy packets into the network [5] to camouflage the real traffic
pattern. However, this approach adds significant extra load to the network and consumes the scarce network resources.
A third method is to perform end-to-end encryption and/or link encryption on data traffic. However, it only prevents
adversaries from accessing Traffic contents.

The rest of this paper is organized as follows in section 1l we discuss about the rich literature survey for the existing
Routing protocol. In section 111 we discuss about the about problem statement. In section IV we Discuss about the
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proposed methods, In section V we show the result analysis and finally in section VI conclude the our research work
and also define the future scope of this work.

Il. RELATED WORK

[1] In this paper author presents a new detection method based on Kernel Principle Component Analysis (KPCA) and
Particle Swarm Optimization (PSO)-Support Vector Machine (SVM). The KPCA was used to obtain the important
characteristics of the intrusion data to eliminate the redundant features. Then the PSO was used to optimize the SVM
parameters. Experimental results show the proposed approach can enhance the detection rate, and performs better than
the PCA based methods.

[2] In this paper, a cross layer protocol is designed to detect denial of service attack imposed on the network by
malicious nodes. The Denial of Service attack on sensor networks not only diminishes the network performance but
also affects the reliability of the information. Swarm intelligence, an evolutionary algorithm is used in predicting the
traffic patterns and detecting malicious nodes. This novel approach helps in keeping the network functional and self-
sustaining by re-routing the information.

[3] In this paper, a new network intrusion system based on ABC searching algorithm has been proposed and
implemented. The performance of the proposed Anomaly-based NIDS (A-NIDS) using ABC algorithm (called A-
NIDS-ABC for short) has been tested using KDD-99 datasets developed by MIT Lincoln Labs. They have also
compared the proposed A-NIDS-ABC with other five traditional classification algorithms. The experimental results
showed that the proposed method can outperform other five popular benchmark classifiers and is suitable for the
network intrusion detection.

[4] This paper proposes a suite of algorithms which optimize the performance of dynamic content applications by
considering both server CPU loads and network latencies. The goal of the algorithms is to reduce client access times
while also minimizing the resource utilization. The algorithms are designed for a hosting architecture comprising a grid
of clusters interconnected via high bandwidth links and each cluster hosting a complete application replica.

[5] In this paper, they present a literature on classification of available mechanisms for DDoS defense. These defense
mechanisms are used to prevent, detect, response and tolerate the DDoS attacks. It is well known that it is very difficult
to stop the DDoS attack; therefore, it would be better to maximize the fault tolerance and quality of services under
variety of intrusions and attacks. In Their analysis, They will discuss the merits and demerits of each mechanism over
others.

[7] In this paper, they provide a security scheme against DoS attacks (SSAD) in cluster-based WSNs. The scheme
establishes trust management with energy character, which leads nodes to elect trusted cluster heads. Furthermore, a
new type of vice cluster head node is proposed to detect betrayed cluster heads. Theoretical analyses and simulation
results show that SSAD can prevent and detect malicious nodes with high probability of success.

[8] In this paper, they suggest a novel solution to defend the OLSR protocol from node isolation attack by employing
the same tactics used by the attack itself. Through extensive experimentation, they demonstrate that 1) the proposed
protection prevents more than 95 percent of attacks, and 2) the overhead required drastically decreases as the network
size increases until it is non-discernable. Last, They suggest that this type of solution can be extended to other similar
DOS attacks on OLSR.
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I11. PROBLEM STETEMENT

The aim of this dissertation is to propose an effective and efficient scheme which Provide secured privacy of node
location .The location privacy of end nodes remains to be solved even when identification anonymity issues are
addressed in the wireless routing protocol. Location privacy attacks can be performed by tracing either route discovery
messages or data packets in order to discover the message’s Origin or destination venue.

Hiding the entity of interest among a number of similar entities

The anonymity set, so that it is not obvious to outsiders which anonymity set member is the real entity.
The routing in a way that the location of the destination node cannot be discovered by the adversary.
This protocol supports receiver location privacy even against a global traffic analyzer.

YV VY

IV. PROPOSED METHODS

In this dissertation we proposed the enhanced of AODV routing protocol using multiple constraints function. The
multiple constraints function measures the minimum distance between neighbor nodes and control the function of
mobility. We have estimated the median contention count using the maximum and minimum number of neighbors (the
respective requesting nodes possess) in their transmission range. Each additional retransmission consumes additional
bandwidth and energy and increases transmission latency and error rates. To avoid the unnecessary consumption of
bandwidth and energy, we have also tried to minimize the length of the route along with the discovery of a reliable
route.

The multiple constraints function used some derivate for the estimation of function cost for route discovery, path
establishment and finally path maintained. Initially used the distribution function for the deployment of node in
wireless area network.

Steps 1 Distribution of data sample
Let us consider {x*(1, /)1i=1,2,.....,n;j = 1,2, ... p} is sample set of node for the distribution in given area
used mapping function using equation (1) and (2)
For the estimation of hop used these formulae
(2" (i) — 2y (D
x(5,f) = =D nin D) ®

(% maxh i — Zmin LD

For the validation of the total hop used for the communication:
((mal i) — 2" (.4))

(#max 10— &men L)

x(i,j) = (2)
Where x,,,;,, (i Jthe minimum value of is nodej, and x,, ».. (j)is the maximum value of node;.

Step 2 estimates the value of route costR (a).
fx(i,j)1j= 1,2 ...,plis distributed into route path  get hope values =(i) through distribuation

a= [a(1),a(2), ..., a(p)]as

z(i) = ?:1 a(Hx(i,j), i=12,.....n @)
The evaluation final path for the communication is determined by R (e}, shown as:

F(a)= 5_D, (4)
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Where 5 is the standard deviation of z(i}); Dis the threshold value; standard deviation 5 .and local density D jare
defined in formula (5):

S5 = Ilz?=1(3(ij_ E(z))’?
= (n—1)
(5)

\
D, = Z(R—r(i,j])u[ﬂ—r(i,j ))
i=1 j=1
.(1) Defining d(z(k), z( k) )as the absolute distance between the two mobile node
| 2
d(z(0),2(0)) = J'{z(sc} — 2®) (200 ~ z) = (=00 — z(w)

k=12 .c......N;h =1,2, ...........,N
N(n = N = 2)is evaluation level number or same mobility area? And Dq (g=1,2,.....,N) is used to
describe the different group on the basis of hop count G (g=12,....,N),

(6)

Step 4 Determining constraint established the communication in AODV, which gave the constraint conditions
S-t-EE-le a®(j) = 1.but it did not specify a value range.

{s. t.E?H a’ (j)=1

1=a(j)= 0 7

Step 5 established the communication.

V. RESULT ANALYSIS

To investigate the effectiveness of the proposed scheme for improvement of performance of MANET network using
LCAORP routing protocol on a simplified topology was carried out using Network Simulator version NS-2.34.
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Figure 1: In this figure we shows that the simulation scenario of AODV scheme for pause time 10s.
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Figure 2: In this figure we shows that the simulation scenario of AODV-MANET scheme on pause time for 20s.
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Figure 3: Packet Delivery Ratio vs. Number of nodes.
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Figure 4: Packet Delivery Ratio vs. Number of nodes.

VI. CONCLUSION AND FUTURE WORK

In this dissertation we proposed the modified the AODV routing protocol for the enhancement of routing protocol in
multi-hope communication mode. The threshold based function measure the distance of mobility of node during the
process of communication. The mobility of node measure in two different scenarios. In 1% scenario measure the same
level of path and 2™ level used in case of different path. For the evaluation of performance our modified protocol tested
in different network scenario tested through simulations for different distributions of nodes in different connectivity
models. Under all the evaluated scenarios, the technique demonstrates excellent routing probabilities reduced number
of transmissions. This work has focused on enhanced the Link Aware OR protocol in maobility condition. Future work
includes developing a technique for real time network such as VANET and some other network. In this work it seems
to be that network packet has increased. Due to number of packets the performance of network can reduces. It also
increases the network conjunction. So there is need to reduce the packets in the network.
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